Insecure Code




What makes code “Insecure’

« Code is hard
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Input Handling



What is a valid URL string”?

e “http://” e.g. “http://altconf.com”
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http://altconf.com
https://developer.apple.com
http://www.samdmarshall.com

e |nput: “https://www.google.com/intl/en/about/”

o Strip out “https://” and “www.”

* "google.com/intl/en/about/”

ol Sto) il 8

° . [“googlelcom”, “int'lﬂA,HI-ﬂen”, “about!l, “”]
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https://www.google.com/intl/en/about/
http://google.com/intl/en/about/
http://google.com/intl/en/about/

o006 Coogle - About Google
PO 4+ 9 bhtips & www.google.com

Google

Search volume around the world,
visuaized on the WebGL Globe




www./bin/Is
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e |nput: “www./bin/ls”

o Strip out “www.

e “/bin/ls”

ol Sto) il 8



https://www.google.com/intl/en/about/
http://google.com/intl/en/about/
http://google.com/intl/en/about/

/bin/ls [Users/sam — 80x24

Last login: Fri May 9 17:17:43 on ttys007
sam@Pegasus/Users/sam $ /bin/ls ; exit;

Active Projects DeviceSupport
Applications Documents
Book Resources Downloads
Desktop Library

[Process completed]]]

Movies
Music
Pictures
Projects

Public
RE
Scripts
Sites







e Verity URL types

e - [INSURL isFileReferencelURL
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Use for Development

 Copy developer tools over to the mobile device

e \erify the authenticity of developer disk image
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* Copy developer tools over to the mobile device
* Verity the authenticity of developer disk image

 Rename developer tools disk image (preserving FS
ref)

* Copy custom disk image to the mobile device
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e [ atest public release changes how disk images
are veritied and mounted
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Credits
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@yaakov_h (URL parsing bug)



@Dirk_Gently
me@samdmarshall.com
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http://samdmarshall.com
http://samdmarshall.com/altconf/

